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LETTER FROM THE CHAIR 
 
Dear Delegates, 
 

Hello and welcome to PMUNC 2018! My name is Tim Feng and I am beyond excited to be 
your co-chair for this year’s DISEC! I was born and raised in Plainsboro, New Jersey, and attended 
West Windsor-Plainsboro High School South (yes, with Angela), just ten minutes down the road 
from Princeton. In high school, I competed for our own MUN team for four years, and was 
Vice-President my senior year. At Princeton, I am studying Operations Research and Financial 
Engineering (ORFE) with potential certificates in Applications of Computing and Finance. I am also 
part of Princeton Ultimate, the Princeton MUN Team, Princeton Entrepreneurship Club, and 
Princeton Corporate Finance Club, and I enjoy playing Fortnite, lifting, and following/playing 
basketball in my free time! 

DISEC this year is heavily concerned with the implications of technological development in 
national security for countries around the world. Some of the most pressing changes in the 21st 
century have come in computing, and the reliance we now have on data and its security is now a 
crucial subject of international debate. Important government information as well as personal 
information pertinent to the livelihoods of most civilians are now digitized; compromise of that 
information, such as the Equifax data breach in 2017 and Cambridge Analytica data scandal earlier 
this year, is now something that governments around the world must consider and take 
precautionary measures against. And while maintaining the security of this data is paramount, 
delegates should also consider the topic of cybersecurity in the context of what third-parties have 
the right to access such data. 

Regarding the technological development in space, this topic may seem less immediately 
relevant than cybersecurity, as space development has drastically slowed since the 20th century, but 
ideas of privatization of space has reignited international debate in this area. This is a new subject of 
debate, but is still a matter of balancing interests between the public and private sectors in essence – 
who has the right to develop and capitalize on space, and how much regulation can relevant national 
and international bodies impose on corporations in the first place? As delegates of DISEC, you 
should consider where your nation’s priorities lie on the spectrum of various interests that arise 
when considering the ramifications of space development. 
  Personally, MUN has been one of the most formative experiences I’ve had. In high school 
and even now on the Princeton MUN Team, meeting new people from all over the country, 
debating global issues, and competing with a tight-knit team has been a source of a great excitement 
and learning experiences throughout the past few years. Regardless of how much experience you 
have in MUN, or how proficient of a public speaker you are, I encourage to enjoy your time here, 
meet all the cool people that participate, and learn something about international affairs and even 
yourself somewhere along the way! If you have any questions about MUN, Princeton, or just want 
to chat about some of the things I listed earlier in this letter feel free to contact me at 
tzfeng@princeton.edu; Angela also shares just as much, if not more experience in MUN, so go and 
email her too at aw36@princeton.edu! Looking forward to meeting you all in the fall! 
 
Best, 
Tim Feng 
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Dear Delegates, 
 
  So great to meet you all! My name is Angela Weng and I’m so excited to be your co-Chair 
for PMUNC 2018. I was born and raised in West Windsor, New Jersey (just ten minutes down the 
road from Princeton), and went to West Windsor-Plainsboro High School South (yup, with Tim). I 
did MUN for four years in high school and was the Secretary General of my high school’s 
conference. This’ll be my fifth PMUNC and second year staffing. 

At Princeton, I’m majoring in Operations Research and Financial Engineering, with interests 
in the Machine Learning and Computer Science certificates. Apart from PMUNC, I’m involved in 
Tiger Investments, Club Tennis, and Society of Women Engineers. In my free time, I also like to 
write creatively and read science fiction or fantasy. 

DISEC this year has two topics: Cyber-security and Space Development. I think both topics 
are incredibly interesting and equally relevant in today’s increasingly technological world, and there 
exist wide ranges of creative and practical solutions to address these topics. The background guides 
serve as resources to help you guys get started on thinking about the issues at hand—I’d definitely 
encourage to go outside of the background guides to think of more out-of-the-box ideas. MUN is a 
great opportunity to learn more about real world problems and to interact and collaborate with peers 
from all over the world, and I genuinely hope you guys can make the most out of it to not only hone 
your writing, speaking, and researching skills, but to inspire one another and become inspired. 
Always feel free to reach out to me at aw36@princeton.edu or Tim at tzfeng@princeton.edu. Tim 
and I are happy to help! 
 
Best, 
Angela Weng 
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COMMITTEE DESCRIPTION 
 

The United Nations First Committee, also known as the Disarmament and International 

Security Committee or DISEC, was initially created to establish and maintain world peace, and carry 

out the necessary prevention of weapons proliferation. DISEC includes all nations that are part of 

the United Nations, and all member states and observers of the United Nations are automatically 

made a part of DISEC and given an equal vote. As SPECPOL has gradually taken on more of 

DISEC’s security roles, DISEC has in recent years focused on combating weapons proliferation, 

particularly matters regarding nuclear weapons. However, as reliance on technology has changed in 

nature during the 21st century, DISEC must once again focus on security when considering the 

implications of our current reliance on data, while simultaneously protecting public and private 

interests and inhibiting the weaponization of space. 

The most significant thing to remember while carrying out debate and drafting resolutions in 

this committee is the fact that DISEC is still a UN General Assembly committee, thereby having no 

binding power and must tread on the rights of sovereign nations carefully. DISEC cannot force 

countries to take actions, nor can it carry out actions within the borders of nations without their 

consent. Even so, delegates are encouraged to bring their most comprehensive, innovative solutions 

to the table, as we will be seriously considering your ideas as potential means of addressing the issues 

at hand. Past DISEC resolutions are a great place to get an idea of what kind of actions this 

committee has been involved with in the past, but your independent research and creative thought 

will be what ultimately determines the quality of debate that will take place. 
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TOPIC A: Cybersecurity: Implications of Reliance on Data Security 
 
Introduction  

In this decade, data is king. Huge tech companies spanning social media, e-commerce, and 

media streaming services have amassed user bases in the billions, and their influence is only 

expanding as they gain more and more data points from their users. Nowadays, data security is not 

limited to protecting against the imminent threat of malicious hackers, but also considering how tech 

companies with ever-growing prevalence handle the data of their users. Sensitive, or even crucial 

information of individuals is no longer something that is stored away by the government or private 

financial institutions; rather, it is a sort of commodity that is gathered passively by tech companies 

for a more fine-tuned user experience.  Users do not need to reveal anything about themselves 1

explicitly – tech companies discover that through clicks, likes, and search history.  2

Things become complicated when third-parties come into the picture. For advertisers, or any 

external parties that want to learn more about the tendencies, interests, and mindsets of the general 

populace, social networks are a gold mine. Suddenly, third-parties can harvest information about 

individuals that they otherwise would not be able to, such as what types of brands individuals prefer 

or what end of the political spectrum they lean toward. From the perspective of advertising, this 

appears harmless. Advertisers have garnered a reputation of being dogged, or even invasive in 

finding ways of marketing products more effectively to consumers, and the use of social media user 

data does not seem like much of stretch from marketing surveys companies routinely use to gauge 

consumer trends and preferences. It is the other types of third-parties that are cause for worry and 

1  “How Companies are Using Your Social Media Data.” Mashable. 
2  “All of the Social Media Metrics that Matter.” Sprout Social. 
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further consideration of how nations regulate the social media platforms that engage so many people 

around the world. 

 

History of the topic  

Even before the platforms and services provided by today’s tech giants took the center stage 

as cause for concern regarding the accidental disclosure of sensitive personal information, data 

breaches had already begun to become commonplace in the 1980’s, as this was the decade in which 

many businesses began developing a reliance on digital data and cloud computing.  With this change 3

in the way that companies stored protected information, the nature of data breaches changed as well. 

Previously, stored records and private company information were physical documents, so data 

breaches often occurred when sensitive files were viewed accidentally or without authorization.  4

When companies shifted toward digital storage of such files, mistakes in handling information due 

to the relatively unfamiliar technology and storage of all a company’s business data in a single 

database set the stage for potentially catastrophic data breaches. And moving forward from the 

beginning of the 80’s, those breaches happened. 

  Public awareness for the magnitude of the consequences that a modern data breach could 

incur only rose in the early 2000s with a dramatic increase in the number of data breaches that 

occurred in the two decades prior.  Public fears were confirmed in 2005, when 136 data breaches 5

occurred in that year alone.  That number would only continue to rise annually, as would the average 6

3  Nate Lord, “The History of Data Breaches.” Digital Guardian. 
4  Nate Lord, “The History of Data Breaches.” Digital Guardian. 
5  Nate Lord, “The History of Data Breaches.” Digital Guardian. 
6  “Data Breaches.” Privacy Rights Clearinghouse. 
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number of records exposed without authorization per breach – in 2014, the total number of data 

breaches amounted to 783 with a total of nearly 86 million records exposed.  To add onto that 7

frightening statistic, between 2005 and 2014, there have been over 300 data breaches that have 

resulted in the theft of 100,000 or more individual records in the United States alone, among 

breaches that were publicly reported.  8

  2008 and 2009 saw some of the largest data breaches experienced in the United States to 

date. Heartland Payment Systems, a New Jersey-based payment processor, had 130 million credit 

card records compromised by malware that was planted on Heartland’s network.  This breach was 9

particularly disastrous because Heartland was responsible for handling the payroll of more than 

250,000 businesses, and ultimately exposed an absurd amount of private information to anonymous, 

hard-to-track cybercriminals.  Yet, this was still not the largest data breach that the United States 10

would experience. Only three years later, Experian, one of three main credit card agencies, acquired 

a data aggregator company called Court Ventures in March 2012.  Court Ventures had access to a 11

list of individuals’ addresses via a contract with a company called US Info Search, for the purpose of 

reviewing court records.  As a company that sold information to third-parties, Court Ventures 12

quickly found itself amidst scandal as it sold personal information of Americans, including financial 

information and Social Security numbers, to a “Vietnamese fraudster service” which facilitated many 

cases of identity theft.  Experian’s actual databases were fortunately untouched; regardless, its 13

7  Nate Lord, “The History of Data Breaches.” Digital Guardian. 
8  Niall McCarthy, “Chart: The Biggest Data Breaches in US History.” Forbes. 
9  Elizabeth Palermo, Paul Wagenseil, “The Worst Data Breaches of All Time.” Tom’s Guide. 
10 Nate Lord, “The History of Data Breaches.” Digital Guardian. 
11 Nate Lord, “The History of Data Breaches.” Digital Guardian. 
12 Nate Lord, “The History of Data Breaches.” Digital Guardian. 
13 Nate Lord, “The History of Data Breaches.” Digital Guardian. 
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acquisition of Court Ventures linked the credit agency to one of the largest data breaches in history, 

one that resulted in the illegal viewing of over 200 million private records.  14

  Judging from the cases presented up to this point, it may appear as if haphazard handling of 

data and the issues that arise as a result is solely an issue of the United States. A further glance into 

global breaches that have occurred in recent history suggests otherwise. For example, in 2013, 

hacker collective “Anonymous” hacked the South Africa Police Service’s (SAPS) anonymous 

whistleblowing website.  In protest of a recent massacre of protesting miners in Marikana, this 15

hacking exposed the identities of thousands of individuals that frequented the site at the time.  In 16

2012, Khosrow Zarefarid, the software manager of Iran’s banking system, discovered security 

vulnerabilities in several afflicted banks across the nation.  Banks ignored his findings, so he chose 17

to hack three million bank accounts across at least 22 different banks to prove his point.  In 2011, a 18

single laptop holding the entire encrypted record database for 8 million patients at the UK National 

Health Service went missing, and wasn’t found until 3 weeks later.  In 2008, users of Checkfree 19

Corporation’s website were redirected to a Ukrainian web server that installed malware that could 

steal computer passwords.  And to top off the list, Norwegian tax authorities accidentally sent 20

CD-ROMs holding the 2006 tax returns of 4 million citizens to staff at national newspapers and 

broadcast stations in 2007 – keep in mind, Norway only had 4.6 million inhabitants at the time.  21

There are thousands more breaches that are not mentioned in this brief, and even more that were 

14  Gerry Tschopp, “The Facts on Court Ventures and Experian.” Experian. 
15  Torie Bosch, “Infographic: The Biggest Data Breaches in History.” Slate. 
16  Torie Bosch, “Infographic: The Biggest Data Breaches in History.” Slate. 
17  Torie Bosch, “Infographic: The Biggest Data Breaches in History.” Slate. 
18  Torie Bosch, “Infographic: The Biggest Data Breaches in History.” Slate. 
19  Torie Bosch, “Infographic: The Biggest Data Breaches in History.” Slate. 
20  Torie Bosch, “Infographic: The Biggest Data Breaches in History.” Slate. 
21  Torie Bosch, “Infographic: The Biggest Data Breaches in History.” Slate. 
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never disclosed at all to the public, but these examples illustrate that the United States is not the only 

party that has witnessed a shift toward digitization of sensitive company information. Just as 

American companies have begun to suffer a barrage of data breaches beginning at the break of the 

21st century, companies around the world have simultaneously begun to experience the same issues. 

Technology is rapidly advancing even in nations that previously lagged in that area, and this 

development makes data breaches a global threat that must be addressed internationally. 

 

Current situation  

On July 29, 2017, Equifax uncovered a data breach that exposed the names, addresses, Social 

Security numbers, and other private information of more than 143 million consumers.  According 22

to the enormous credit bureau, a flaw in a web application building tool called Apache Struts 

allowed hackers to take control of one of the company’s websites.  To the outrage of the millions of 23

consumers that had their personal data stolen from Equifax’s servers, media sources revealed 

after-the-fact that the breach was preventable – the US Department of Security Computer Readiness 

Team (CERT) actually sent Equifax a notice that they needed to patch that very vulnerability in the 

Apache software back in March of 2017, which the company’s security department neglected to do.

 And while Equifax publicly revealed that the data breach occurred at the end of July, former CEO 24

Richard Smith conceded in the fall of 2017 that Equifax was aware that sensitive information was 

being stolen from their databases as early as in May, two months prior to when Equifax belatedly 

decided to alert customers and shareholders.  It was only in August when Equifax finally contacted 25

22  Erica R. Hendry, “How the Equifax hack happened, according to its CEO.” PBS News Hour. 
23 Jackie Wattles, Selena Larson, “How the Equifax breach happened: What we know now.” CNN Tech. 
24 Erica R. Hendry, “How the Equifax hack happened, according to its CEO.” PBS News Hour. 
25 Erica R. Hendry, “How the Equifax hack happened, according to its CEO.” PBS News Hour. 
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Mandiant, a professional cybersecurity firm, to help ameliorate the issue.  By that point, it was too 26

late. With months of time to exploit the data that they stole from Equifax, fraudsters took control of 

Social Security benefits, credit cards, and medical records of the victims of this breach.  One Seattle 27

woman even discovered that her identity had been stolen 15 times after the Equifax breach, after 

having numerous credit lines under her name without her knowledge.  28

When asked to comment on the situation, Jon Hendren of the security firm UpGuard 

maintained that “an organization of that size with that magnitude of data” should have taken more 

diligence in patching the Apache software.  This statement depicts how fragile the security of 29

consumer data currently is. Companies, governments, and institutions are amassing huge amounts of 

information that is made easily accessible due to the digital, compact nature of how we now store 

information. However, accessibility is evidently a double-edged sword – while the intended viewers 

of a certain database certainly benefit, increasingly capable hackers also reap the rewards of this 

technological shift at the same time. Fast forward to 2018, the chaos has subsided and Equifax’s 

valuation on the stock market is close to returning to its 2017 highs before the data breach, but the 

consequences of the breach on citizens can still be felt. The victims of this scandal who experienced 

identity theft still cannot fully utilize their credit, are subject to punishments for crimes they never 

committed, and even have large sums of money stolen.  And given the stateless nature of the 30

anonymous cyber thieves that commit hackings and steal sensitive information, the Equifax case has 

26 Jackie Wattles, Selena Larson, “How the Equifax breach happened: What we know now.” CNN Tech. 
27 David Goldman, “Equifax breach: What’s the worst that can happen?” CNN Tech. 
28 Dominique Mosbergen, “Seattle Woman Says Her Identity Has Been Stolen 15 Times Since Equifax Data Breach.” 
Huffpost Impact. 
29 Jackie Wattles, Selena Larson, “How the Equifax breach happened: What we know now.” CNN Tech. 
30 David Goldman, “Equifax breach: What’s the worst that can happen?” CNN Tech. 
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demonstrated the immense risk to civilian security that data breaches can pose to any country 

around the world. 

Careless handling of consumer data by companies is certainly an issue of severe magnitude 

that has carried over since the digitization of information storage in the 80’s and caused dire 

consequences, but a new ethical issue has emerged in recent years among companies that voluntarily 

give away user data to third-parties. Earlier this year, Facebook, one of the largest publicly used 

social networks, was involved in a data scandal of massive proportions with Cambridge Analytica, a 

political consulting firm with ties to the Trump campaign. By building and using a Facebook app 

that was a quiz, the Cambridge Analytica staff collected data from 270,000 users that took the quiz.  31

However, this quiz exposed a loophole in the Facebook API; instead of merely collecting data from 

the quiz-takers, it also collected data from their Facebook friends as well, resulting in an astounding 

total of 87 million Facebook users who had their data exposed to Cambridge Analytica.  While 32

unaware of the loophole that had been exploited, Facebook also apparently prohibited the selling of 

the data collected through this method – a precaution that Cambridge Analytica proceeded to ignore 

as they sold the data to Republican clients, including 2016 Republican presidential candidates Ted 

Cruz and Ben Carson.  33

It is now widely believed that the Trump campaign was also was also one of the beneficiaries 

of Cambridge Analytica’s data heist. Cambridge Analytica was initially created when Steve Bannon, 

eventual senior advisor to Trump (before he was fired in August 2017), approached right-wing 

megadonors Rebekah and Robert Mercer to provide funding to the political consulting firm.  When 34

31 Alvin Chang, “The Facebook and Cambridge Analytica scandal, explained with a simple diagram.” Vox. 
32 Alvin Chang, “The Facebook and Cambridge Analytica scandal, explained with a simple diagram.” Vox. 
33 Sean Illing, “Cambridge Analytica, the shady data firm that might be a key Trump-Russia link, explained.” Vox. 
34 Alvin Chang, “The Facebook and Cambridge Analytica scandal, explained with a simple diagram.” Vox. 
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they obliged, Bannon because Vice President of the firm, and took steps to connect the Trump 

campaign and Cambridge Analytica.  The rest is history – Donald Trump was elected president in 35

November 2016. With the Trump campaign as a primary example, Cambridge Analytica seemed to 

have found a knack for backing nationalist movements before it shut down in May this year. The 

political consulting firm also had a hand in the United Kingdom’s exit of the European Union. By 

mining relevant online data and targeting British voters accordingly, Cambridge Analytica ultimately 

influenced the outcome of the Brexit referendum in 2016 in favor of the pro-Brexit campaign.  The 36

United Kingdom will be leaving the European Union in March of 2019. 

Infographic of Cambridge Analytica’s relation to the Trump campaign. 

The brief existence of Cambridge Analytica was extremely important in the realization of the 

potential that utilization of online user data holds. Despite being a non-state actor, Cambridge 

Analytica swayed the citizens of two Western powers toward certain sides amid a period filled with 

35 Alvin Chang, “The Facebook and Cambridge Analytica scandal, explained with a simple diagram.” Vox. 
36 Sean Illing, “Cambridge Analytica, the shady data firm that might be a key Trump-Russia link, explained.” Vox. 
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controversial political decisions. Complex modeling techniques and continuous harvesting of online 

data were what allowed this third-party to secure the influence it had over recent political transitions.

 Cambridge Analytica used ads designed to “tug on emotional biases” to gauge the individual 37

preferences of consumers and voters, garnering “close to four or five thousand data points on every 

adult in the US”, according to former Cambridge Analytica CEO Alexander Nix.  This information 38

was then used to cater content and advertisements on a person-by-person basis, effectively creating 

an automated online propaganda machine for anyone interested in controlling what the public sees. 

Aided by the loose regulation and mammoth user bases of social networks such as Facebook, 

third-parties like Cambridge Analytica hold the capacity to rival, or even exceed sovereign 

governments in how much they can influence their citizens. To top it off, third-parties have no 

obligation to use or sell this data in a manner that is beneficial for nations as a whole. Before 

Cambridge Analytica sold data to Republican clients and used it for the Trump campaign, they also 

purchased data from other third-parties called data brokers.  Data is extremely valuable, as the 39

world has seen in recent years, and holds significant incentives for purchase as well as theft. Data is 

extremely influential, and can even give way to manipulative solutions to optimizing political visions. 

The fact that very little pertinent or impactful regulation has been passed in light of recent events is 

something that must be addressed by delegates in this committee, for the interest of national security 

globally. This is not just an issue of cybersecurity; it is also an issue of future political stability. 

 

 

37 Alvin Chang, “The Facebook and Cambridge Analytica scandal, explained with a simple diagram.” Vox. 
38 Sean Illing, “Cambridge Analytica, the shady data firm that might be a key Trump-Russia link, explained.” Vox. 
39 Sean Illing, “Cambridge Analytica, the shady data firm that might be a key Trump-Russia link, explained.” Vox. 

14 
 



[DISEC] PMUNC 2018 

Country policy  

United States: As the country hit hardest by the rise in data breaches, the United States has several 

existing laws and regulations that serve as guidelines for companies and institutions of interest to 

follow as protocol. For example, the Health Insurance Portability and Accountability Act (HIPAA) 

establishes security measures for companies that deal with protected health information, setting 

standards that business associates that work for and entities covered by health insurers must comply 

with.  Through the Payment Card Industry Data Security Standard (PCI DSS), the United States has 40

also set regulations on companies within the credit card industry, another industry that deals with 

extremely sensitive consumer information.  The United States has also worked to address the 41

consequences of recent scandals, through the introduction of the Data Security and Breach 

Notification Act by Senate Democrats in December 2017.  Aware of the growing potential for 42

disaster in the way American companies and institutions handle consumer data, the United States is 

currently looking to consolidate the existing patchwork of data security legislation within certain 

states and standardize relevant regulation nationwide.  How legal regulations regarding data security 43

unfold in the United States will ultimately provide an example for other nations to follow as they 

pass their own necessary legislation in the years to come. 

China: China already has existing national legislation that creates security obligations that Chinese 

companies must comply with, under the Cybersecurity Law.  Provisions of the Cybersecurity Law 44

not only require network operators to keep technology up-to-date with changing security needs, but 

also impose specific security protocol on telecommunications operators and internet service 

40 Sean Illing, “Cambridge Analytica, the shady data firm that might be a key Trump-Russia link, explained.” Vox. 
41 Nate Lord, “What is HIPAA Compliance?” Digital Guardian.  
42 Nate Lord, “What is PCI Compliance?” Digital Guardian. 
43 “Data Security and Breach Notification Act Introduced in Senate,” HIPAA Journal. 
44 “Data Security and Breach Notification Act Introduced in Senate,” HIPAA Journal. 
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providers.  China’s ability to enforce regulation in an area that many other nations are scrambling to 45

address is impressive, but the Asian power is still exposed to immense risk from its largest social 

media platform, WeChat. Coined “the digital gateway to China”, WeChat has over 800 million users 

of its messaging, social media, retail, and payment services.  The size and all-encompassing 46

prevalence of WeChat in China suggests the enormity of the volume of data from Chinese 

consumers that is generated and stored on WeChat’s behalf; a data breach involving this company 

would be disastrous for China. To make matters worse, a WeChat data breach is not so farfetched 

once the company’s “deep and well-documented security flaws” are taken into consideration – 

WeChat was ranked last in Amnesty International’s report on the effectiveness of the encryption 

systems of 11 global technology giants.  The combination of this growing issue with China’s 47

internet censorship and surveillance also brings to question what role governments should take on 

when effectively regulating how companies manage their data. 

Europe: The European Union has been relatively ahead in passing overarching data security 

legislation compared to the rest of the world. The EU Data Protection Directive (Directive 

95/46/EC), which was adopted by the member states of the EU to protect the data privacy of their 

citizens, was passed in 1995, early in the rise of a need for data security measures.  The EU has 48

continued to set standards for how its citizens’ data is processed, used and exchanged by companies 

and third-parties through the recent passage of the General Data Protection Regulation (GDPR) in 

2016.  The GDPR now regulates all companies that process the data of EU citizens, regardless of 49

45 Mayer Brown, “Data security and breach notification in China.” Lexology. 
46 Mayer Brown, “Data security and breach notification in China.” Lexology. 
47 Angus Grigg, “WeChat’s privacy issues mean you should delete China’s no. 1 messaging app.” Financial Review. 
48 Angus Grigg, “WeChat’s privacy issues mean you should delete China’s no. 1 messaging app.” Financial Review. 
49 Margaret Rouse, “EU Data Protection Directive (95/46/EC).” TechTarget. 
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where the company is located.  That means global companies that have experienced data breaches 50

of mammoth proportions in the past decade, such as Yahoo, eBay, and Equifax, now face the wary 

eye of the EU in how they operate in Europe. How data security measures have unfolded in Europe 

provides precedence for international cooperation in improving data security, and presents a valid 

starting point for reference for nations that wish to collaborate on similar policy initiatives with 

global impact. 

Asia: Asia-Pacific nations were also early actors in passing comprehensive data security laws. 

Australia, New Zealand, Hong Kong, and Japan were pioneers in the region, passing national data 

privacy laws in 1988, 1993, 1995, and 2003, respectively.  An overarching data privacy framework 51

for the region was also passed by the Asia-Pacific Economic Cooperation (APEC) member states in 

2005, and has stimulated further consideration of data security and regulatory development in the 

region.  As of today, Singapore, Malaysia, the Philippines, South Korea, and Taiwan are among 52

nations that have also passed national data privacy laws, and regional powers in India and China 

have also followed suit recently.  53

Africa: There has been increasing concern over the transparency of the collection, use, accuracy, 

storage, and transfer of sensitive biometric information in Africa.  Historically, there have been 54

several efforts to discuss or address data privacy issues in nations such as Nigeria, Ghana, and 

Kenya, but these efforts have either been unreciprocated by government or faced lack of 

enforcement due to systemic inadequacy of policy execution.  Only some member states of the 55

50 Margaret Rouse, “EU Data Protection Directive (95/46/EC).” TechTarget. 
51 Bernard Marr, “GDPR: The Biggest Data Breaches And The Schocking Fines (That Would Have Been).” Forbes. 
52 “Data Privacy Comes of Age in Asia.” Hogan Lovells. 
53 “Data Privacy Comes of Age in Asia.” Hogan Lovells. 
54 “Data Privacy Comes of Age in Asia.” Hogan Lovells. 
55 Omo Osagiede, “Why Africa’s private sector should be concerned about more than the GDPR.” CSO. 
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African Union are signatories to the 2014 AU Convention on Cyber Security and Personal Data 

Protection, and as mentioned previously, enforcement has been a perpetual shortcoming in nations 

that have signed on to this regional legislation.  In nations such as Ghana, which has recently 56

advanced a surveillance bill that approves mass data collection among citizens, there is a drastic need 

for regulation on how governments handle the private information of citizens.  This issue, along 57

with the question of how nations in the AU can agree on regional legislation and collaborate on its 

enforcement, presents immediate areas for consideration for member states from this region. 

South America: A large portion of South American nations still follow the mold of the 1995 

European Data Protection Directive.  With this in mind, it is evident that South American nations 58

understand the growing need for comprehensive data security legislation, whether it be within the 

nations themselves or within the region. However, nations such as Brazil, Argentina, and Chile, 

either do not have any effective legislation at all or still utilize outdated laws that do not address the 

modern need for data security.  In Colombia, Mexico, Peru, and Uruguay, data security legal 59

frameworks are slightly more advanced, but have a major flaw in that only users are notified when 

their data is being requested, and authorities are left out of the loop as a result.  Overall, a more 60

sophisticated, modern, and holistic approach to data security is needed in South America. 

 

 

 

56 Omo Osagiede, “Why Africa’s private sector should be concerned about more than the GDPR.” CSO. 
57 Omo Osagiede, “Why Africa’s private sector should be concerned about more than the GDPR.” CSO. 
58 Omo Osagiede, “Why Africa’s private sector should be concerned about more than the GDPR.” CSO. 
59 “Data protection laws and cybersecurity: Challenges for Latin America.” GFCE. 
60 “Data protection laws and cybersecurity: Challenges for Latin America.” GFCE. 
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Keywords  

Data security: Protective digital privacy measures that prevent unauthorized access to computers, 

databases, and website. Also protects data from corruption.  61

Data breach: An incident in which sensitive, protected, or confidential data has been viewed, stolen, 

or used by an individual unauthorized to do so. Data breaches may involve payment card 

information (PCI), personal health information (PHI), personally identifiable information (PII), 

trade secrets, or intellectual property.  62

Personally identifiable information (PII): Data that can potentially determine the identity of a 

specific individual. Includes any information that can help identify one person from another and 

de-anonymize anonymous data.  63

Data broker: A business that aggregates information, processes it by enriching, cleaning, or 

analyzing it, and eventually licenses it to third-parties. An important distinction to make is between 

licensing and selling, as data brokers do not sell data; rather, they allow third-parties to use it for a 

set period of time.  64

General Data Protection Regualtion (GPDR): A regulation superseding the 1995 EU Data 

Protection Direction passed by the EU in 2016, made enforceable in May 2018. Provides a unified 

approach to data security and updates, simplifies, and enforces existing regional legislation that 

protects citizens’ data security.  65

 

61 “Data protection laws and cybersecurity: Challenges for Latin America.” GFCE. 
62 “Data Security.” Technopedia. 
63 Nate Lord, “The History of Data Breaches.” Digital Guardian. 
64 Margaret Rouse, “personally identifiably information (PII).” TechTarget. 
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Questions   

● How can we standardize the enforcement of legislation regarding citizens’ data privacy and 

security across nations, and even continents? 

● What further measures (technological, logistical, legal) should be taken to make information 

stored by governments, companies, and other institutions more secure? 

● How should third-parties such as data brokers and analytics firms be dealt with so that 

private personal information does not fall into the wrong hands? 

● Should citizens have the right to control, or consent to how governments, companies, and 

other institutions handle their private information? 

● How should tech companies, specifically ones that fall into the category of social media, be 

regulated in the interest of their users’ data security? 

● To what extent should national governments and international bodies be able to regulate 

how the private information of individuals is regulated? 

● How do governments that enforce censorship and surveillance on their citizens complicate 

the overall conversation on data security, and how should they be dealt with?   
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TOPIC B: Ramifications of Space Development 
 
Introduction  

Amidst rapidly growing technology, ambitions for exploration, and knowledge about outer 

space, the militarization of space has become an increasingly relevant issue to all nations around the 

world. As space is a shared frontier for exploration and discovery, its future holds implications for 

far more than a single country, region, or even continent. Although outer space is, according to the 

Outer Space Treaty approved by the United Nations in 1967, a region reserved for peaceful 

purposes, many nations, currently and historically, have increased spending on space weaponry in 

order to advance and expedite national interests.  66

Moreover, as the privatization of space becomes growingly possible and common, the issues 

concerning the interests of private companies and individuals also become relevant. The difficulty of 

maintaining a peaceful balance, all while encouraging technological exploration and advancement 

through the efforts of international bodies, national states, and private companies is obvious because 

of the conflicting interests of many of these entities. 

Space, in other words, is easily a candidate for the stage of an international conflict. Because 

of its unique position, in which space weaponry has the means for unusual proximity and untold 

capability to inflict damage, space has the latent potential to become the most destructive and 

catastrophic ground for global warfare. As a result, maintaining peace in outer space is of utmost 

priority, and sustaining that peace while assuaging the concerns and ambitions of the entities that 

seek to explore space through either commercial or scientific routes is a difficult, albeit necessary, 

task. 

66  “United Nations Office for Outer Space Affairs.” Outer Space Treaty. 
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History of the topic  

As early as the 1920s, the Treaty of Versailles, which addressed the events and outcomes of 

World War I, forbade Germany to engage in liquid and solid fuel rocket research, noting the 

potential threat of propellant rockets because of their potential for long-range damage.  Decades 67

later, in what would become widely known as the Cold War, the United States and the Soviet Union 

fueled an international Space Race in an effort to make colossal technological progress through 

putting objects in orbit in outer space. In 1957, the Sputnik 1, launched by the Soviet Union, became 

the first artificial satellite to orbit space. In response, in 1958, the United States launched the 

Explorer I, its own first satellite under President Dwight Eisenhower, who then created the National 

Aeronautics and Space Administration that was dedicated the space exploration and technological 

advancement.  68

      By the next decade, both countries were repeatedly launching orbital satellites into space, 

and grasped the opportunity to use reconnaissance satellites in order to spy on the military bases and 

equipment of the other. This advancement, of course, led both nations to develop anti-satellite 

weapons, ballistic missiles, and other weaponry to facilitate the use of long-range nuclear weapons, 

causing widespread unease and panic as the two countries teetered on the brink of a full-blown and 

international nuclear war. 

      Noting the dangers of the perpetually growing militarization of space, President 

Eisenhower urged the international community to ensure the perpetual peacefulness and liberty of 

space, and to reserve space not for one nation’s purpose, but for the purpose of mankind.  Even so, 69

67  “The Space Race.” History.com, A&E Television Networks, 2010 
68  “The Space Race.” History.com, A&E Television Networks, 2010 
69  Brian Dunbar, “Ten Presidents and NASA.” NASA, NASA, 
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both countries continued to conduct nuclear tests in the upper atmosphere, until the Limited Test 

Ban Treaty of 1963 permanently banned these tests.  In 1967, the United Nations published the 70

Outer Space Treaty of 1967, banning placements of weapons of mass destruction and nuclear 

weaponry into the earth’s orbit, asserting that space was reserved for peaceful exploration.  In the 71

multiple Strategic Arms Limitation Talks of the United States and the Soviet Union, both countries 

agreed to greatly shorten their ballistic and nuclear resources.  72

      However, despite these efforts to deter the militarization of space, only with the end of 

the Cold War, the launch of Apollo 11 as the famously first manned space mission that culminated 

in the first lunar landing, and the dissolution of the Soviet Union, did the Space Race officially 

terminate.  A decade later, in 1979, the United Nations signed the United Nations Moon Treaty, 73

prohibiting the testing and use of weapons of mass destruction on the moon, and soon after, in 

1981, also signed a resolution that signified the urgency for DISEC to work towards prohibiting a 

future arms race to mirror the hostile events of the Space Race.  74

 

Current situation 

As of today, many efforts have been made towards resolving the issues regarding the 

militarization of space, including the aforementioned Outer Space Treaty of 1967, the United 

Nations Moon Treaty, and the 2004 Report of the Committee of the Peaceful Uses of Outer Space.

 In fact, every year, the General Assembly adopts a resolution geared towards ensuring 75

70  “United Nations Office for Outer Space Affairs.” Outer Space Treaty. 
71 “United Nations Office for Outer Space Affairs.” Outer Space Treaty. 
72 “United Nations Office for Outer Space Affairs.” Outer Space Treaty. 
73 “The Space Race.” History.com, A&E Television Networks, 2010 
74 “United Nations Office for Outer Space Affairs.” Outer Space Treaty. 
75 Anup Shah, “Militarization and Weaponization of Outer Space.” Global Issues: Social, Political Economic and 
Environmental Issues that Affect Us All 
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“international cooperation in the peaceful uses of outer space” and thus creates a framework for 

maintaining peaceful conduct in relation to outer space.  These documents collectively provide 76

insight into the attempts of the international community to preserve balance and stability in outer 

space. 

Despite these attempts, however, there is an underlying and deserved concern regarding the 

fragile peace of outer space, as well as other less central but nevertheless prominent facets of space 

that are potentially harmful. Although there are ostensibly no weapons deployed or placed in orbit in 

outer space, the United States and China have invested in developing potentially threatening 

technologies with anti-satellite capabilities, as well as ballistic missile defense shields that seem to 

imply the imminent possibility for the launching of ballistic missiles.  77

For instance, in 2007, China used an anti-satellite weapon against a national weather satellite, 

and the United States, a year later, shot down its own satellite that had failed.  Increasing tensions 78

between the United States and Russia have also led to increases in missile production, and other 

countries including but not limited to India and Pakistan might conceivably follow suit.  79

Moreover, in the private sector, defense contractors and aerospace contractors are working 

towards the commercialization of space and technological innovation that would increase the 

accessibility of space, for better or worse. 

The implications of these developments are limited not only to ambitions for military 

dominance, but also waste of resources, stockpiling, and space debris, the last of which poses threat 

to spacecraft. Space debris that has resulted from decades of space exploration, testing, and 

76 “United Nations Office for Outer Space Affairs.” Outer Space Treaty. 
77 “Outer space: Militarization, weaponization, and the prevention of an arms race” Reaching Critical Will 
78 “Outer space: Militarization, weaponization, and the prevention of an arms race” Reaching Critical Will 
79 “Outer space: Militarization, weaponization, and the prevention of an arms race” Reaching Critical Will 
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militarization, in fact, has the potential to limit the capability for future space access and exploration, 

according to some scientists.  80

                                Computer generated image of space debris in Low Earth Orbit 

Potential solutions should address all of the aforementioned issues, and more in an effort to 

balance the interests of multiple nations, bodies, and the private sector, and still allow for 

technological advancement and growth. Whether it’s through increasing communication and 

transparency between countries, providing frameworks for companies and bodies to work along 

while developing technology, or incentivizing the de-militarization of space, the key issues of the 

hostility of space, anti-satellite technology, the ambitions of states and private companies, space 

debris and its effect on future space access, and general technological progress should all be factors 

in resolving the overhead topic of space development and militarization. 

 

Country policy  

United States: Since the Bush Administration, the United States has shown obvious interest in 

expanding its capabilities in space. The US withdrew from the Anti-Ballistic Missile Treaty in 2001 

80 Outer space: Militarization, weaponization, and the prevention of an arms race” Reaching Critical Will 
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and has since rejected treaties that enforced limitations on its actions in space, although in 2010, the 

Obama Administration stated that the US sought to increase transparency and pursue 

“confidence-building measures to encourage responsible action in, and the peaceful uses of, space.”

 Moreover, the policy mentioned that the US would consider fair and verifiable arms control 81

measures. However, the Trump Administration likely has a different stance, and the US has 

continued to invest in anti-satellite capabilities and space weaponry. Despite the controversy over 

the development of technology that could lead to the militarization of space, the possibility for the 

dominance and commercialization of space remains highly profitable as the US has the highest stake 

in space exploration as of today.  Private companies in the United States, such as SpaceX, also seem 82

to have interests in privatizing space. 

China: China has been an increasingly powerful figure in the field of space exploration. As 

mentioned previously, China recently used an anti-satellite weapon to remove its own aging satellite 

without informing other countries and has shown a high amount of capability regarding space 

weaponry, causing concern and mild panic in the US, United Kingdom, and other European 

countries. As China’s military capability grows, the country seems interested in investing and 

modernizing its space-based technologies, but has publicly declared to oppose the militarization of 

space.  83

Asia: India and Pakistan have urged countries to increase transparency in the realm of space 

technology. Simultaneously, India has been investing in space-based technologies, which has been 

linked to the United States.  84

81 “In Space, the Looming Threat of a New Arms Race.” Phys.org - News and Articles on Science and Technology 
82 Anup Shah, “Militarization and Weaponization of Outer Space.” Global Issues: Social, Political Economic and 
Environmental Issues that Affect Us All 
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South America: Mexico has created its own space agency, and other countries in South America 

have invested in space technology.  Countries such as Bolivia and Peru have launched their own 

satellites, and Colombia has manufactured a satellite that was launched from Virginia.  85

Africa: Egypt has been seeking to increase its space technology, although many other countries do 

not yet have their own space technology and capabilities.  Even so, many African countries have 86

created their own space programs. 

Europe: The European Union has supported a ban on the militarization of space, although it is 

simultaneously invested in scientific and commercial growth and exploration through the use of 

satellites.  87

 

Keywords  

Militarization of outer space: Use of space for directly non-peaceful purposes. Peaceful uses include 

the use of satellites for command, control, communication, navigation, and monitoring, although 

these uses are usually beneficial to militaries. However, because they are not directly hostile, they are 

often considered peaceful. 

Privatization of outer space: Many contractors and companies have shown interest in 

commercializing space. Space technology remains highly profitable. 

Outer Space Treaty 1967: The international treaty that bound its parties to use outer space only for 

peaceful purposes. 
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Preventing an Arms Race in Outer Space (PAROS): Many members of the United Nations believe 

that a multinational treaty, in the form of PAROS, will prevent an arms race.  88

International Code of Conduct for Outer Space Activities: A code initiated by the European Union 

to increase safety and security in space through building transparency and confidence.  89

 

Questions  

● How can we balance the interests of technological progress and scientific advancement with 

the sustainability of peace in space? 

● How can we address the privatization of space? Is the privatization beneficial or harmful? 

● What are some ways to minimize the damage of testing and space exploration that result in 

space debris? How can we ensure that space access is not limited in the future by our current 

and past actions? 

● How might we incentivize countries to become more transparent and to participate in 

confidence-building measures? 

● Should we encourage the growth of space technology and agencies around the world? How 

might we increase equitability and fairness globally, and prevent a one-sided dominance of 

space? 

● How can we address the abstract ownership of space? What are some guidelines that would 

more clearly convey a shared space? 
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